











Chapter

Governance in
the guantum
computing era

Managing quantum risks requires governance
that builds trust, resilience and competitive
advantage.
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The expanding risk landscape

Quantum computing is advancing rapidly, bringing with it a
new class of risks that demand urgent attention. As outlined
in earlier chapters, this is not a typical technology shift — it
challenges existing systems, regulatory frameworks and
competitive dynamics. Organizations should be preparing for
disruption that extends far beyond IT teams.

The organizational leaders surveyed identified a broad
spectrum of risks associated with quantum computing. The
most immediate concern is competitive pressure. Eight in
ten (83%) respondents worry about the risk of losing market

position as others in their sector adopt quantum to accelerate

innovation or reduce time to market.
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This is closely followed by fears of rapid obsolescence in
existing IT systems (81%) and the need to comply with
future regulation (80%). Disruption to core business models
(78%) and the threat of quantum-enabled cyberattacks
(75%) also rank highly. When it comes to organizational
awareness of risks, though those in IT specific roles do have
a slightly heightened awareness of how leadership is paying
attention to potential challenges, it's not just this cohort
who feel concerned.

Organizations shouldn't feel they have to tackle these
challenges alone. There is an onus on policy makers to
support organizations with clarity on regulations around
guantum. Not just to manage risk, but to accelerate
innovation and ensure the technology scales with trust
and transparency.

Chart 4: Organizational leaders are paying attention to the potential business risks emerging from

qguantum

How much attention is your organization’s leadership currently paying to the following potential future business risks posed

by quantum computing?

A g Thos.e '|n i All other roles
specific roles

Loss of competitive advantage as others in your sector use quantum 0 0 0
computing to build better products and services, or to go to market faster 83% 85% 79%
Rapid obsolescence of your existing IT tools 81% 85% 4%
Need to comply with potential future regulation 80% 82% 76%
The potential for disruption of your core business model 78% T7T% 81%
Bad actors having better tools to overcome traditional encryption and 0 0 0
security protocols 75% 7% 70%
The need to build appropriate governance and protocols for this new 0 0 0
s 73% 74% 73%
Lack of public trust in the technology 2% 76% 67%
An inability to find talent if you need to adopt quantum computing tools

quickly Y Pt Puting 69% 69% 68%
Potential for ethical and societal risks 67% 69% 65%
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The concerns addressed above are not hypothetical. As
guantum capabilities mature, organizations will inevitably
face the prospect of adversaries — both nation state and
criminal — gaining access to tools that can break encryption,
optimize operations at unprecedented speed, or simulate
complex systems with transformative efficiency.

This disconnect highlights the need for proactive governance.
Waiting for regulatory clarity or technological maturity will
leave organizations exposed. Instead, leaders must begin
assessing their current exposure, engaging with policymakers
and developing internal protocols for quantum risk
management. This could include actions such as inventorying
cryptographic assets, evaluating supplier readiness and
integrating quantum into broader enterprise risk frameworks.

Embedding ethics and transparency
into quantum strategy

Beyond operational risk, guantum computing raises deeper
guestions about ethics, transparency and public trust. As
with artificial intelligence, the deployment of quantum
technologies will require organizations to navigate complex
societal expectations — from data privacy and algorithmic
accountability to equitable access and environmental impact.

Yet current levels of preparedness remain mixed, impacted
by their maturity of using the technology. While more than
80% of respondents at the “"Engaging” or “Early” stages of
use cases said developing ethical guidelines and practices for
the responsible use of quantum computing is very important,
this rises to 100% for those currently engaging with guantum

Chart 5: Developing ethical guidelines and practices to build public trust for the responsible use of
qguantum increases as organizations engage more with quantum technology

How important is it for your organization to develop ethical guidelines and practices to build public trust for the responsible

use of quantum computing?

Enaagin Early stages of Identified use cases Not identified use
9aging testing use cases cases/not started
It is very important 100% 79% 8% 1%
It is something we will consider 0% 21% 86% 63%
It is not important to us 0% 0% % 36%
Don't know 0% 0% (0)7) (0)73
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computing. And for those who have not yet started engaging
or testing use cases, less than 5% think it is very important.
This suggests increasing recognition of important of

ethical considerations as organizations engage more with
the technology. This gap between intention and action is
particularly striking given the scale of anticipated disruption
and the potential for public concern.

Embedding ethics into quantum strategy is not just about
compliance —it's about building trust, managing risk and
ensuring long-term value. Organizations that act early on
responsible innovation will be better positioned to influence
standards and scale quantum technologies with confidence.

To that end, organizations should begin by identifying

where ethical risks may arise in their quantum use cases,
establishing cross-functional governance structures and
engaging with regulators, academia and civil society to shape
responsible innovation frameworks. As qguantum capabilities
grow, so too must the systems that govern them.

Chapter 5: Governance in the quantum computing era

These figures suggest increasing recognition of the
importance of ethical considerations as organizations
engage more with the technology. Frameworks for
responsible innovation can support organizations in
addressing ethical considerations and building public
trust, moving from awareness to action. The Responsible

steps as the technology evolves.

Dr Natasha Oughton
Quantum Computing Policy and Ethics Lead,
National Quantum Computing Centre

Quantum Industry Forum, led by the NQCC and industry
co-chairs techUK and UKQuantum, aims to enable the
quantum industry to put responsible quantum into
practice, building on shared principles and shaping next
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Preparing now ensures organizations can
scale quantum with confidence and shape its
future impact.
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Building for a more resilient
quantum future

Quantum computing is advancing quickly. While few
organizations are ready to deploy it at scale, most expect
disruption within the next three-to-five years. The challenge
now is to actively prepare for it with intent — and without
delay. This report has outlined the strategic, operational and
ethical dimensions of quantum readiness and the data shows
that organizations are behind where they ideally need to be.

Organizations yet to embark on preparations should act
promptly to avoid falling behind. History repeatedly shows
that organizations that are slow to embrace breakthrough
technologies, such as Al, cloud computing or digital
platforms, risk falling behind their more agile competitors.
Organizations that delayed integrating these innovations then
often struggled to close the gap, facing lost market share and
competitive disadvantage compared to early adopters.

Therefore, organizations should consider taking the following
six steps to start actively preparing:

m Track external signals: Quantum progress is uneven but
accelerating. Organizations should monitor developments
across hardware, algorithms, and policy — both within their
sector and beyond. Staying informed is critical to avoid
being blindsided by competitor moves, regulatory shifts,
or sudden leaps in capability.

m Assess internal readiness: Most organizations are
delayed in mapping out how quantum could affect their
business. A cross-functional team should urgently assess
readiness through both a risk and opportunity lens -
identifying where quantum could create value and where
vulnerabilities may emerge. This includes reviewing
infrastructure, governance and exposure to post-quantum
security threats, as well as evaluating how quantum
capabilities might enhance core operations.

m ldentify the talent you'll need: Quantum readiness is as
much about people as technology. Organizations should
assess internal capabilities and external talent needs -
from technical specialists to strategic leaders. With only
13% actively preparing talent today, early movers will have
an advantage in securing the right people.

Chapter 6: Conclusion: Preparing for guantum at enterprise scale

m Explore use cases: Quantum’s potential is vast, but
not all use cases are equally relevant and the ability to
deliver impact depends on the type of quantum computer
available. Organizations should distinguish between
"useful” fault-tolerant quantum computers — which could
unlock breakthroughs in fields like medicine, materials
science, and optimization — and cryptographically relevant
guantum computers (CRQCs), which are sophisticated
enough to break current encryption standards and
have far-reaching security implications. For most, the
greatest near-term value will come from exploring use
cases in optimization, simulation and machine learning
enhancement where early experimentation can build
fluency and clarify organizational direction.

m Understand the ecosystem: The quantum supplier
landscape is growing but fragmented. Organizations
should assess which partners are best positioned
to support pilots and long-term initiatives. Building
trusted relationships now will pay dividends as the
technology matures.

m Build enterprise fluency: Quantum computing can feel
inaccessible to non-specialists. Organizations should
invest in education across leadership, technical teams, and
operations — demystifying the technology and embedding
it into broader innovation and risk strategies.

While this research draws on UK-based respondents, the
insights are globally relevant. The challenges around talent
scarcity, ecosystem complexity and governance uncertainty
are shared across all markets. As quantum capabilities scale,
organizations worldwide will face similar decisions about
when to act, how to prepare and what role they want to play.

As summarized at the close of the 2022 report, quantum
readiness is not so much a gap to be assessed as a road to

be walked, with next steps being regularly revisited as the
landscape evolves. That message holds even more weight
today. Those that move early — with clarity, collaboration,

and purpose — won't just be braced for disruption. They'll help
shape the global quantum economy.
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About this research

Between 8 and 29 October 2025, the global EY organization
conducted research to understand how prepared
organizations are for quantum computing. The research
explored responders' perceptions of quantum computing,
how it may impact their organization and how they are
preparing for adoption. Through an anonymous online
survey, responses were collected from 500 UK-based
respondents who had at least a limited understanding of
guantum computing. Of these, 30% were c-suite or board
members and 70% heads of department of directors.

65% were involved in the IT function and 35% non-IT.

The sample was split across sectors: Consumer Products
and Retail, Digital and Technologies, Financial services,
Manufacturing, Professional and business services and Real
Estate, Hospitality and Construction.

To participate in the survey, respondents were required
to work for organizations with £150m or more in annual
revenue and 38% had revenues of £15b or more.

About the NQCC

The NQCC is the UK's national lab for quantum computing,
dedicated to accelerating the development of quantum
computing by addressing the challenges of scaling up

the technology. The centre is working with businesses,
government, and the research community to deliver qguantum
computing capabilities for the UK and support the growth of
the emerging industry.

The NQCC's programme is being delivered jointly by UKRI's
research councils, EPSRC and STFC. It is a part of the
National Quantum Technologies Programme (NQTP) to
develop and deliver quantum technologies across the areas
of sensing, timing, imaging, communications and computing.

The centre is headquartered in a purpose-built facility on
STFC's Rutherford Appleton Laboratory site at the Harwell
Campus in Oxfordshire.
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